
 
 
 

 

Tentative Schedule (Topics may spill over to next day) 
  Module Theory (3hrs) Lab (3hrs) 

Jun 15, Sat Module: Background 

Motivation, Introduction 
to Web Security, What 

constitutes a web page, 
Browser Internals 

cLab Installation, ZAP 
exploration 

Jun 16, Sun 

  Web Protocols, Session 

Management, Web 
Server Internals No lab 

Jun 17, Mon 
Module: Server Side 
Attacks 

Information disclosure, 
SSRF 

Firefox developer 

tools, Information 
disclosure 

Jun 18, Tue 

  File Upload 
vulnerabilities, Path 

traversal, 
Authentication SSRF, File Upload 

June 19, Wed 

  Oauth, Authorization, 
Command Injection 

Path Traversal, 
Authentication 

June 20, Thu 

  

SQL Injection, DDOS 
Authorization, 
Command Injection 

June 21, Fri 

Module: Client Side 

Attacks CSRF, XSS SQL Injection, CSRF 

June 22, Sat 

  CORS, ClickJacking, 

Web Sockets 

XSS, CORS, 

Clickjacking 

June 23, Sun 
Module: 
Miscellaneous 

Web Security 

Landscape, 
Miscellaneous 

attacks/Guest Lecture, 
Interactive Session No Lab 


